Chapter 3

Synchronization Primitives

3.1 Introduction

All of our previous sclutions to the mutual exclusion problem were wasteful in one
regard. If a process is unable to enter the critical section, it repeatedly checks for
the entry condition to be true. While a process is doing this, no useful work is
accomplished. This way of waiting is called busy wait. Instead of checking the entry
condition repeatedly, if the process checked the condition only when it could have
become true, it would not waste CPU cycles. Accomplishing this requires support
from the operating system.

In this chapter we introduce synchronization primitives that avoid busy wait.
Synchronization primitives are used for mutual exclusion as well as to provide order
between various operations by different threads. Although there are many types of
synchronization constructs in various programming languages, two of them are most
prevalent: semaphores and monitors. We discuss these constructs in this chapter.

3.2 Semaphores

Dijkstra proposed the concept of semaphore that solves the problem of busy wait.
A semaphore has two fields, its value and a queue of blocked processes, and two
operations associated with it — P() and V(). The semantics of a binary semaphore
is shown in Figure 3.1. The value of a semaphore (or a binary semaphore) can be
only false or true. The queue of blocked processes is initially empty and a process
may add itself to the queue when it makes a call to P(). When a process calls P()
and value is true, then the value of the semaphore becomes false. However, if
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the value of the semaphore is false, then the process gets blocked at line 7 until it
becomes true. The invocation of Util.myWait () at line 8 achieves this. The class
Util is shown in the appendix, but for now simply assume that this call inserts the
caller process into the queue of blocked processes.

When the value becomes true, the process can make it false at line 9 and return
from P{). The call to V() makes the value true and also notifies a process if the
queue of processes sleeping on that semaphore is nonempty.

1 public class BinarySemaphore {

2 boolean value;

3 BinarySemaphore {boolean initValue) {
4 value = initValue;

5

6 public synchronized void P()} {

7 while ( value == false)

8 Util . myWait( this ); // in queve of blocked processes
9 value = false;

10

11 public synchronized void V() {

12 value = true;

13 notify ();

14

15}

Figure 3.1: Binary semaphore
Now, mutual exclusion is almost trivial to implement:

BinarySemaphore mutex = new BinarySemaphore(true);
mutex.P();

criticalSection();

mutex.V();

Another variant of semaphore allows it to take arbitrary integer as its value.
These semaphores are called counting semaphores. Their semantics is shown in
Figure 3.2.

Semaphores can be used to solve a wide variety of synchronization problems.
Note that Java does not provide semaphores as basic language construct, but they
can easily be implemented in Java using the idea of monitors, which we will cover
later. For now we simply assume that semaphores are available to us and solve
synchronization problems using them.



3.2. SEMAPHORES 33

public class CountingSemaphore {
int value;
public CountingSemaphore (int initValue) {
value = initValue;

public synchronized void P() {
value ——;
if (value < 0) Util.myWait(this);

public synchronized void V() {
value ++;
if (value <= 0) notify ();

Figure 3.2: Counting semaphore

3.2.1 The Producer-Consumer Problem

We first consider the producer-consumer problem. In this problem, there is a shared
buffer between two processes called the producer and the consumer. The producer
produces items that are deposited in the buffer and the consumer fetches items from
the buffer and consumes them. For simplicity, we assume that our items are of type
double. Since the buffer is shared, each process must access the buffer in a mutually
exclusive fashion. We use an array of double of size size as our buffer. The buffer
has two pointers, inBuf and outBuf, which point to the indices in the array for
depositing an item and fetching an item, respectively. The variable count keeps
track of the number of items currently in the buffer. Figure 3.3 shows the buffer as
a circular array in which inBuf and outBuf are incremented modulo size to keep
track of the slots for depositing and fetching items.

In this problem, we see that besides mutual exclusion, there are two additional
synchronization constraints that need to be satisfied:

1. The consumer should not fetch any item from an empty buffer.

2. The producer should not deposit any item in the buffer if it is full. The buffer
can become full if the producer is producing items at a greater rate than the
rate at which the items are consumed by the consumer.

Such form of synchronization is called conditional synchronization. It requires a
process to wait for some condition to become true (such as the buffer to become
nonempty) before continuing its operations. The class BoundedBuffer is shown in
Figure 3.4. It uses mutex semaphore to ensure that all shared variables are accessed
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inBuf

~-——— outBuf

Size of buffer -1

Figure 3.3: A shared buffer implemented with a circular array
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in mutually exclusive fashion. The counting semaphore isFull is used for making a
producer wait in case the buffer is full, and the semaphore isEmpty is used to make
a consumer wait when the buffer is empty.

In the method deposit, line 10 checks whether the buffer is full. If it is, the
process making call waits using the semaphore isFull. Note that this semaphore
has been initialized to the value size, and therefore in absence of a consumer, first
size calls to isFull.P() do not block. At this point, the buffer would be full and
any call to isFull.P() will block. If the call to isFull.P() does not block, then
we enter the critical section to access the shared buffer. The call mutex.P() at line
11 serves as entry to the critical section, and mutex.V() serves as the exit from the
critical section. Once inside the critical section, we deposit the value in buffer using
the pointer inBuf at line 12 (see Figure 3.4). Line 15 makes a call to isEmpty.V()
to wake up any consumer that may be waiting because the buffer was empty. The
method fetch is dual of the method deposit.

1 class BoundedBuffer {

2 final int size = 10;

3 double|] buffer = new double[size |;

4 int inBuf = 0, outBuf = 0;

5 BinarySemaphore mutex = new BinarySemaphore (true);
6 CountingSemaphore isEmpty = new CountingSemaphore (0);
7 CountingSemaphore isFull = new CountingSemaphore ( size );
3

9 public void deposit (double value) {

10 isFull .P(); // wait if buffer is full

11 mutex.P(); // ensures mutual exclusion

12 buffer {inBuf] = value; // update the buffer
13 inBuf = (inBuf + 1) % size;

14 mutex.V();

15 isEmpty.V(); // notify any waiting consumer
16 }

17 public double fetch () {

18 double value;

19 isEmpty .P(); // wait if buffer is empty

20 mutex.P(); // ensures mutual exclusion

21 value = buffer [outBuf]; //read from buffer

22 outBuf = (outBuf + 1) % size;

23 mutex.V();

24 isFull .V(); // notify any waiting producer

25 return value;

26

27 }

Figure 3.4: Bounded buffer using semaphores
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The class BoundedBuffer can be exercised through the producer-consumer pro-
gram shown in Figure 3.5. This program starts a Producer thread and a Consumer
thread, repeatedly making calls to deposit and fetch, respectively.

3.2.2 The Reader-Writer Problem

Next we show the solution to the reader-writer problem. This problem requires us
to design a protocol to coordinate access to a shared database. The requirements
are as follows:

1. No read-write conflict: The protocol should ensure that a reader and a writer
do not access the database concurrently.

2. No write-write conflict: The protocol should ensure that two writers do not
access the database concurrently.

Further, we would like multiple readers to be able to access the database con-
currently. A solution using semaphores is shown in Figure 3.6. We assume that the
readers follow the protocol that they call startRead before reading the database
and call endRead after finishing the read. Writers follow a similar protocol. We
use the wlock semaphore to ensure that either there is a single writer accessing the
database or only readers are accessing it. To count the number of readers accessing
the database, we use the variable numReaders.

The methods startWrite and endWrite are quite simple. Any writer that wants
to use the database locks it using wlock.P(). If the database is not locked, this
writer gets the access. Now no other reader or writer can access the database until
this writer releases the lock using endWrite().

Now let us look at the startRead and the endRead methods. In startRead,
a reader first increments numReaders. If it is the first reader (numReaders equals
1), then it needs to lock the database; otherwise, there are already other readers
accessing the database and this reader can also start using it. In endRead, the
variable numReaders is decremented and the last reader to leave the database unlocks
it using the call wlock.V().

This protocol has the disadvantage that a writer may starve in the presence
of continuously arriving readers. A starvation-free solution to the reader-writer
problem is left as an exercise.

3.2.3 The Dining Philosopher Problem

This problem, first posed and solved by Dijkstra, is useful in bringing out issues
associated with concurrent programming and symmetry. The dining problem con-
sists of multiple philosophers who spend their time thinking and eating spaghetti.
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import java. util . Random;
class Producer implements Runnable {
BoundedBuffer b = null;
public Producer (BoundedBuffer initb ) {
b = initb;
new Thread(this ). start ();

public void run () {

double item;

Random r = new Random(};

while (true) {
item = r.nextDouble ();
System.out. println (" produced item ” + item };
b. deposit (item);
Util. mySleep (200);

}

class Consumer implements Runnable {
BoundedBuffer b = null;
public Consumer( BoundedBuffer initb) {
b = initb;
new Thread (this ). start ();

public void run() {
double item;
while (true) {
item = b.fetch ();
System.out. println (" fetched item ” + item);
Util . mySleep (50);

}

class ProducerConsumer {
public static void main(String [] args) {
BoundedBuffer buffer = new BoundedBuffer ();
Producer producer = new Producer ( buffer );
Consumer consumer = new Consumer( buffer );

37

Figure 3.5: Producer-consumer algorithm using semaphores
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class ReaderWriter {
int numReaders = 0;
BinarySemaphore mutex = new BinarySemaphore (true);
BinarySemaphore wlock = new BinarySemaphore (true);
publie void startRead () {
mutex.P();
numReaders++;
if (numReaders == 1) wlock.P();
mutex. V();

}
public void endRead () {
mutex.P();
numReaders ——;
if ( numReaders == 0) wlock.V();
mutex.V();

public void startWrite () {
wlock .P();

}

public veid endWrite () {
wlock . V();

h

Figure 3.6: Reader-writer algorithm using semaphores
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\,% \& : Dining philosophers Q
\-‘-/ : Shared fork

Figure 3.7: The dining philosopher problem
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However, a philosopher requires shared resources, such as forks, to eat spaghetti
(see Figure 3.7). We are required to devise a protocol to coordinate access to the
shared resources. A computer-minded reader may substitute processes for philoso-
phers and files for forks. The task of eating would then correspond to an operation
that requires access to shared files.

class Philosopher implements Runnable {
int id = 0;
Resource r = null;
public Philosopher (int initId, Resource initr) {
id = initld;
r = initr;
new Thread (this ). start ();

public void run() {
while (true) {
try {
System . out . println (*Phil ” + id + 7 thinking”);
Thread. sleep (30);
System. out . println ("Phil 7 + id 4+ 7 hungry”);
r.acquire (id);
System. out . println (” Phil ” + id + 7 eating”);
Thread . sleep (40);
r.release (id);
} catch (InterruptedException e) {
return;
}

Figure 3.8: Dining Philosopher

Let us first model the process of a philosopher. The class Philosopher is shown
in Figure 3.8. Each philosopher P; repeatedly cycles through the following states
— thinking, hungry, and eating. To eat, a philosopher requires resources (forks)
for which it makes call to acquire(i). Thus, the protocol to acquire resources is
abstracted as an interface Resource shown in Figure 3.9.

The first attempt to solve this problem is shown in Figure 3.10. It uses a binary
semaphore for each of the forks. To acquire the resources for eating, a philosopher i
grabs the fork on its left by using fork{i].P() at line 12, and the fork on the right
by using fork[(i+1) % nl.P() at line 13. To release the resources, the philosopher
invokes V() on both the forks at lines 16 and 17.

This attempt illustrates the dangers of symmetry in a distributed system. This
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interface Resource {
public void acquire (int i);
public void release (int i);

Figure 3.9: Resource Interface

41

1 class DiningPhilosopher implements Resource {
2 int n = 0;

3 BinarySemaphore [| fork = null;

4 public DiningPhilosopher (int initN) {

5 n = initN;

6 fork = new BinarySemaphore[n};

7 for (int i = 0; i < n; i++){

8 fork [i] = new BinarySemaphore (true);
9 }

10

11 public void acquire (int i) {

12 fork[i].P();

13 fork [(1 + 1) % n].P();

14

15 public void release (int i) {

16 fork [1].V(});

17 fork [(1 + 1) % n].V();

18

19 public static void main(String [] args) {
20 DiningPhilosopher dp = new DiningPhilosopher (5);
21 for (int i = 0; i < 5; i++)

22 new Philosopher (i, dp);

23

2 }

Figure 3.10: Dining philosopher using semaphores
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protocol can result in deadlock when each philosopher is able to grab its left fork
and then waits for its right neighbor to release its fork.

There are many ways that one can extend the solution to ensure freedom from
deadlock. For example:

1. We can introduce asymmetry by requiring one of the philosophers to grab
forks in a different order (i.e., the right fork followed by the left fork instead
of vice versa).

2. We can require philosophers to grab both the forks at the same time.

3. Assume that a philosopher has to stand before grabbing any fork. Allow at
most four philosophers to be standing at any given time.

It is left as an exercise for the reader to design a protocol that is free from deadlocks.

The dining philosopher problem also illustrates the distinction between deadlock
freedom and starvation freedom. Assume that we require a philosopher to grab both
the forks at the same time. Although this eliminates deadlock, we still have the
problem of a philosopher being starved because its neighbors continuously alternate
in eating. The reader is invited to come up with a solution that is free from deadlock
as well as starvation.

3.3 Monitors

The Monitor is a high-level object-oriented construct for synchronization in con-
current programming. A monitor can be viewed as a class that can be used in
concurrent programs. As any class, a monitor has data variables and methods
to manipulate that data. Because multiple threads can access the shared data at
the same time, monitors support the notion of eniry methods to guarantee mutual
exclusion. It is guaranteed that at most one thrcad can be executing in any entry
method at any time. Sometimes the phrase “thread t is inside the monitor” is used
to denote that thread t is executing an entry method. It is clear that at most one
thread can be in the monitor at any time. Thus associated with every monitor
object is a queue of threads that are waiting to enter the monitor.

As we have seen before, concurrent programs also require conditional synchro-
nization when a thread must wait for a certain condition to become true. To address
conditional synchronization, the monitor construct supports the notion of condition
variables. A condition variable has two operations defined on it: wait and notify
(also called a signal). For any condition variable z, any thread, say, ¢;, that makes
a call to z.wait() is blocked and put into a queue associated with . When an-
other thread, say, tg, makes a call to z.notify(), if the queue associated with x
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is nonempty, a thread is removed from the queue and inserted into the queue of
threads that are eligible to run. Since at most one thread can be in the monitor,
this immediately poses a problem: which thread should continue after the notify
operation—the one that called the noti fy method or the thread that was waiting.
There are two possible answers:

1. One of the threads that was waiting on the condition variable continues exe-
cution. Monitors that follow this rule are called Hoare monitors.

2. The thread that made the notify call continues its execution. When this thread
goes out of the monitor, then other threads can enter the monitor. This is the
semantics followed in Java.

One advantage of Hoare’s monitor is that the thread that was notified on the
condition starts its execution without intervention of any other thread. Therefore,
the state in which this thread starts executing is the same as when the noti fy was
issued. On waking up, it can assume that the condition is true. Therefore, using
Hoare’s mointor, a thread’s code may be

if (1B) x.wait();

Assuming that ¢5 notifies only when B is true, we know that ¢; can assume B on
waking up. In Java-style monitor, even though t; issues the notify, it continues its
execution. Therefore, when #; gets its turn to execute, the condition B may not be
true any more. Hence, when using Java, the threads usually wait for the condition
as

while (!B) x.wait();

The thread ¢; can take a notify() only as a hint that B may be true. Therefore,
it explicitly needs to check for truthness of B when it wakes up. If B is actually
false, it issues the wait() call again.

In Java, we specify an object to be a monitor by using the keyword synchronized
with its methods. To get conditional synchronization, Java provides

1. wait(): which inserts the thread in the wait queue. For simplicity, we use
Util.myWait () instead of wait () in Java. The only difference is that myWait
catches the InterruptedException.

2. notify(): which wakes up a thread in the wait queue.

3. notifyAl1(): which wakes up all the threads in the wait queue.
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Java does not have condition variables. Thus, associated with each object there
is a single wait queue for conditions. This is sufficient for most programming needs.
If one needs, it is also easy to simulate condition variables in Java. A pictorial
representation of a Java monitor is shown in Figure 3.11. There are two queues
associated with an object—-a queue of threads waiting for the lock associated with
the monitor and another queue of threads waiting for some condition to become
true.

4 N

DATA 'Q}Jeue of processes
waiting for monitor lock

Synchronized method I:: Queue of processes
waiting to be notified

Synchronized method

Nonsynchronized method

Nonsynchronized method

(IO

Figure 3.11: A pictorial view of a Java monitor

Let us solve some synchronization problems with Java monitors. We first look
at the producer-consumer problem. The BoundedBufferMonitor shown in Figure
3.12 has two entry methods: deposit and fetch. This means that if a thread is
executing the method deposit or fetch, then no other thread can execute deposit
or fetch. The synchronized keyword at lines 5 and 14 allows mutual exclusion
in access of shared variables and corresponds to acquiring the monitor lock. Let us
now look at the method deposit. At line 6, if the buffer is full, (i.e., count is equal
to sizeBuf), then the thread that called deposit must wait for a slot in the buffer
to be consumed. Therefore, it invokes the method myWait (). When a thread waits
for the condition, it goes in a queue waiting to be notified by some other thread.
It also has to release the monitor lock so that other threads can enter the monitor
and make the condition on which this thread is waiting true. When this thread is
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notified, it has to acquire the monitor lock again before continuing its execution.

Now assume that the condition in the while statement at line 6 is false. Then
the value can be deposited in the buffer. The variable inBuf points to the tail
of the circular buffer. It is advanced after the insertion at line 9 and the count
of the number of items in the buffer is incremented at line 10. We are not really
done yet. While designing a monitor, one also needs to ensure that if some thread
may be waiting for a condition that may have become true, then that thread must
be notified. In this case, a consumer thread may be waiting in the method fetch
for some item to become available. Therefore, if count is 1, we notify any waiting
thread at line 12.

The method fetch is very similar to deposit.

1 class BoundedBufferMonitor {

2 final int sizeBuf = 10;

3 double [] buffer = new double[sizeBuf];

4 int inBuf = 0, outBuf = 0, count = 0;

5 public synchronized void deposit (double value) {
6 while ( count == sizeBuf) // buffer full

7 Util . myWait(this);

8 buffer [inBuf] = value;

9 inBuf = (inBuf + 1) % sizeBuf;

10 count ++;

11 if (count == 1) // items available for fetch
12 notify ();

13

14 public synchronized double fetch () {

15 double value;

16 while (count == 0) // buffer empty

17 Util . myWait( this );

18 value = buffer [outBuf];

19 outBuf = (outBuf + 1) % sizeBuf;

20 count ——;

21 if (count == sizeBuf — 1) // empty slots available
22 notify ();

23 return value;

24

2 }

Figure 3.12: Bounded buffer monitor

Now let us revisit the dining philosophers problem. In the solution shown in
Figure 3.13, a philoscpher ¢ uses the method test at line 18 to determine if any of
neighboring philosophers is eating. If not, then this philosopher can start eating.
Otherwise the philosopher must wait for the condition (state[i] == eating) at
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line 19 to begin eating. This condition can become true when one of the neighbor-
ing philosophers finishes eating. After eating, the philosopher invokes the method
release to check at lines 24 and 25, whether the left neighbor or the right neighbor
can now eat. If any of them can eat, this philosopher wakes up all the waiting
philosophers by invoking notifyAl1l() at line 32. This solution guarantees mutual
exclusion of neighboring philosophers and is also free from deadlock. However, it
does not guarantee freedom from starvation. The reader should devise a protocol
for starvation freedom.

3.4 Other Examples

In this section we give another example of concurrent programming in Java. Figure
3.14 shows a thread-safe implementation of a queue that is based on a linked list.
The class Node declared at line 2 contains a String as data and the reference to the
next node in the linked list. To enqueue data, we first create a temp node at line 8.
This node is inserted at the tail. If the linked list is empty, this is the only node
in the linked list and both head and tail are made to point to this node at lines
11-13. To dequeue a node, a thread must wait at line 22 if head is null (the linked
list is empty). Otherwise, the data in the head node is returned and head is moved
to the next node.

As mentioned earlier, whenever a thread needs to execute a synchronized method,
it needs to get the monitor lock. The keyword synchronized can also be used with
any statement as synchronized (expr) statement. The expression expr must re-
sult in a reference to an object on evaluation. The semantics of the above construct
is that the statement can be executed only when the thread has the lock for the
object given by the expr. Thus a synchronized method

public synchronized void method() {
body () ;
¥

can simply be viewed as a short form for

public void method() {
synchronized (this) {
body () ;
}
}

Just as nonstatic methods can be synchronized, so can the static methods. A
synchronized static method results in a classwide lock.
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class DiningMonitor implements Resource {

int n = 0;
int state [] = null;
static final int thinking = 0, hungry = 1, eating = 2;
public DiningMonitor (int initN) {
n = initN;
state = mew int[n];
for (int i = 0; i < n; i+4) state[i] = thinking;
}
int left (int i) {
return (n + i — 1) % n;
}

int right (int i) {
return (i + 1) % n;

public synchronized void acquire (int 1) {

state [i] = hungry;
test (1);
while (state[i] != eating)

Util . myWait(this );

public synchronized void release (int i) {
state [1] = thinking;
test (left (i));
test (right (i));

void test (int i) {
if ((state[left (i)] !'= eating) &&
(state [i] == hungry) &&
(state[right (i)] != eating)) {
state [i] = eating;
notify All ();
}

public static void main(String [] args) {
DiningMonitor dm = new DiningMonitor (5);
for (int i = 0; i < 5; i++)
new Philosopher (i, dm);

Figure 3.13: Dining philosopher using monitors
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public class ListQueue {

class Node {
public String data;
public Node next;

Node head = null, tail = null;
public synchronized void enqueue (String data) {
Node temp = new Node();
temp. data = data;
temp. next = null;
if (tail == null) {
tail = temp;
head = tail;
} else {
tail . next = temp;
tail = temp;

notify ();

public synchronized String dequeue () {
while (head == null)
Util . myWait( this );
String returnval = head. data;
head = head. next;
return returnval;

Figure 3.14: Linked list
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One also needs to be careful with inheritance. When an extended class over-
rides a synchronized method with an unsynchronized method, the method of the
original class stays synchronized. Thus, any call to super .method() will result in
synchronization.

3.5 Dangers of Deadlocks

Since every synchronized call requires a lock, a programmer who is not careful can
introduce deadlocks. For example, consider the following class that allows a cell to
be swapped with the other cell. An object of class BCell provides three methods:
getValue, setValue and swap. Although the implementation appears correct at
first glance, it suffers from deadlock. Assume that we have two objects, p and g,
as instances of class BCell. What happens if a thread ¢; invokes p.swap(q) and
another thread, say, 2, invokes q.swap(p) concurrently? Thread {; acquires the
lock for the monitor object p and to acquires the lock for the monitor object g. Now,
thread t; invokes q.getValue() as part of the swap method. This invocation has
to wait because object ¢ is locked by to. Similarly, to has to wait for the lock for p,
and we have a deadlock!

class BCell { // can result in deadlocks
int value;
public synchronized int getValue () {
return value;

public synchronized void setValue (int i) {
value = i;

public synchronized void swap(BCell x) {
int temp = getValue ();
setValue (x. getValue ());
x.setValue (temp);

The program that avoids the deadlock is given below. It employs a frequently
used strategy of totally ordering all the objects in a system and then acquiring locks
only in increasing order. In this program, both p. swap{(q) and q.swap(p) result in
either p.doSwap(q) or q.doSwap(p), depending on the identityHashCode value of
the objects p and q.
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class Cell {

int value;
public synchronized int getValue () {
return value;

public synchronized void setValue (int i) {
value = i;

protected synchronized void doSwap(Cell x) {
int temp = getValue ();
setValue (x. getValue ());
x.setValue (temp);

public void swap(Cell x) {

if (this == x)
return;

else if (System.identityHashCode (this)

< System. identityHashCode (x})

doSwap(x);

else
x.doSwap(this);

Some other useful methods in Java Thread class are as follows:

1.

3.2.

The interrupt () method allows a thread to be interrupted. If thread ¢; calls
to.interrupt(), then ¢, gets an InterruptedException.

. The yield() method allows a thread to yield the CPU to other threads tem-

porarily. It does not require any interaction with other threads, and a program
without yield() would be functionally equivalent to yield() call. A thread
may choose to yield() if it is waiting for some data to become available from
say InputStream.

. The method holdsLock(x) returns true if the current thread holds the monitor

lock of the object .

Problems

. Show that if the P() and V() operations of a binary semaphore are not exe-

cuted atomically, then mutual exclusion may be violated.

Show that a counting semaphore can be implemented using binary semaphores.
(Hent: Use a shared variable of type integer and two binary semaphores)
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3.3. Give a starvation-free solution to the reader-writer problem using semaphores.

3.4. The following problem is known as the sleeping barber problem. There is one
thread called darber. The barber cuts the hair of any waiting customer. If there
is no customer, the barber goes to sleep. There are multiple customer threads.
A customer waits for the barber if there is any chair left in the barber room.
Otherwise, the customer leaves immediately. If there is a chair available, then
the customer occupies it. If the barber is steeping, then the customer wakes
the barber. Assume that there are n chairs in the barber shop. Write a Java
class for SleepingBarber using semaphores that allows the following methods:

runBarber() // called by the barber thread; runs forever
hairCut() // called by the customer thread

How will you extend your algorithm to work for the barber shop with multiple
barbers.

3.5. Give a deadlock-free solution to the dining philosophers problem using semaphores.
Assume that one of the philosophers picks forks in a different order.

3.6. Assume that there are three threads—P, @, and R—that repeatedly print
“P”, “Q”, and “R” respectively. Use semaphores to coordinate the printing

such that the number of “R” printed is always less than or equal to the sum
of “P” and “Q” printed.

3.7. Write a monitor for the sleeping barber problem.
3.8. Show how condition variables of a monitor can be implemented in Java.

3.9. Write a monitor class counter that allows a process to sleep until the counter
reaches a certain value. The counter class allows two operations: increment ()
and sleepUntil(int x).

3.10. Write a Java class for BoundedCounter with a minimum and a maximum value.
This class provides two methods: increment () and decrement (). Decrement
at the minimum value and increment at the maximum value result in the
calling thread waiting until the operation can be performed without violating
the bounds on the counter.

3.7 Bibliographic Remarks

The semaphores were introduced by Dijkstra [Dij65a]. The monitor concept was in-
troduced by Brinch Hansen [Han72] and the Hoare-style monitor, by Hoare [Hoa74].
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Solutions to classical synchronization problems in Java are also discussed in the book
by Hartley [Har98]. The example of deadlock and its resolution based on resource
ordering is discussed in the book by Lea {Lea99].



Chapter 4

Consistency Conditions

4.1 Introduction

In the presence of concurrency, one needs to revisit the correctness conditions of
executions, specifically, which behaviors are correct when multiple processes invoke
methods concurrently on a shared object. Let us define a concurrent object as one
that allows multiple processes to execute its operations concurrently. For example,
a concurrent queue in a shared memory system may allow multiple processes to
invoke engueue and dequeue operations. The natural question, then, is to define
which behavior of the object under concurrent operations is consistent (or correct).
Consider the case when a process P enqueues z in an empty queue. Then it calls the
method dequeue, while process (J concurrently enqueues y. Is the queue’s behavior
acceptable if process P gets y as the result of dequeue? The objective of this chapter
is to clarify such questions.

The notion of consistency is also required when objects are replicated in a parallel
or a distributed system. There are two reasons for replicating objects: fault tolerance
and efficiency. If an object has multiple copies and a processor that contains one of
the copies of the object goes down, the system may stiil be able to function correctly
by using other copies. Further, accessing a remote object may incur a large overhead
because of communication delays. Suppose that we knew that most accesses of the
object are for read only. In this case, it may be better to replicate that object. A
process can read the value from the replica that is closest to it in the system. Of
course, when we perform a write on this object, we have to worry about consistency
of data. This again requires us to define data consistency. Observe that any system
that uses caches, such as a multiprocessor system, also has to grapple with similar
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issues.

4.2 System Model

A concurrent system consists of a set of sequential processes that communicate
through concurrent objects. Each object has a name and a type. The type defines
the set of possible values for objects of this type and the set of primitive operations
that provide the only means to manipulate objects of this type. Execution of an op-
eration takes some time; this is modeled by two events, namely, an invocation event
and a response event. Let op(arg) be an operation on object x issued at P; arg and
res denote op’s input and output parameters, respectively. Invocation and response
events inv(op{arg)) on = at P and resp(op(res)) from z at P will be abbreviated
as inv(op) and resp(op) when parameters, object name, and process identity are not
necessary. For any operation e, we use proc(e) to denote the process and object(e) to
denote the set of objects associated with the operation. In this chapter, we assume
that all operations are applied by a single process on a single object. In the problem
set, we explore generalizations to operations that span multiple objects.

A history is an execution of a concurrent system modeled by a directed acyclic
graph (H, <y), where H is the set of operations and < g is an irreflexive transitive
relation that captures the occurred before relation between operations. Sometimes
we simply use H to denote the history when <y is clear from the context. Formally,
for any two operations e and f:

e<pg f if resp(e) occurred before inv(f) in real time.
Observe that this relation includes the following relations:
Process order: (proc(e) = proc(f)) A (resp(e) occurred before inv(f)).
Object order: (object(e) Nobject(f) # B) A (resp(e) occurred before inv(f)).

A process subhistory H|P (H at P) of a history H is a sequence of all those
events e in H such that proc(e) = P. An object subhistory is defined in a similar
way for an object x, denoted by H|x (H at z). Two histories are equivalent if they
are composed of exactly the same set of invocation and response events.

A history (H,<y) is a sequential history if <y is a total order. Such a history
would happen if there was only one sequential process in the system. A sequential
history is legal if it meets the sequential specification of all the objects. For example,
if we are considering a read-write register = as a shared object, then a sequential
history is legal if for every read operation that returns its value as v, there exists a
write on that object with value v, and there does not exist another write operation
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on that object with a different value between the write and the read operations.
For a sequential queue, if the queue is nonempty then a dequeue operation should
return the item that was enqueued earliest and has not been already dequeued. If
the queue is empty, then the dequeue operation should return null.

Our goal is to determine whether a given concurrent history is correct.

4.3 Sequential Consistency

Definition 4.1 (Sequentially Consistent) A history (H,<p) is sequentially con-
sistent if there ezists a sequential history S equivalent to H such that S is legal and
it satisfies process order.

Thus a history is sequentially consistent if its execution is equivalent to a legal
sequential execution and each process behavior is identical in the concurrent and
sequential execution. In the following histories, P, (), and R are processes operating
on shared registers x, y, and z. We assume that all registers have Q initially. The
response of a read operation is denoted by ok(v), where v is the value returned,
and the response of a write operation is denoted by ok(). The histories are shown
graphically in Figure 4.1.

1. Hy = P write(z,1), Q read(x), Q ok(0), P ok().

Note that Hy is a concurrent history. @ invokes the read(z) operation be-
fore the write(x,1) operation is finished. Thus write(z,1) and read(zx) are
concurrent operations in Hy. H; is sequentially consistent because it is equiv-
alent to the following legal sequential history.

S = Q read(z), Q ok(0), P write(x,1), P ok().

To see the equivalence, note that

H|P = S|P = P write(z, 1), P ok().

H|Q = 5|Q = Q read(zx), Q ok(0).

2. Hy = P write(z,1), P ok(), Q read(z), Q ok(0).

Somewhat surprisingly, Hs is also sequentially consistent. Even though P
got the response of its write before @, it is okay for @ to have read an old
value. Note that Hj is a sequential history but not legal. However, it is equiv-
alent to the following legal sequential history:

Q read(x), Q ok(0), P write(x,1), P ok().
3. Hy = P write(r,1), @ read(z), P ok(), Q ok(0), P read(z), P ok(0).
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4))
write (x,1) ok( )
P —3
read(x) ok (0)
Q
(2)
write (x,1) ok()
P E— 3
read(x) ok (0)
)]
P write (x,1) ok() read(x) ok (0)
read(x) ok (0)
@)
write (x,1) ok()
P B =)
read(x) ok (2)
Q E 3

Figure 4.1: Concurrent histories illustrating sequential consistency
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Hj is not sequentially consistent. Any sequential history equivalent to Hj
must preserve process order. Thus the read operation by P must come after
the write operation. This implies that the read cannot return 0.

4. Hy = P write(z,1), Q read(z), P ok(), @Q ok(2).

Hy is also not sequentially consistent. There is no legal sequential history
equivalent to Hy because the read by ) returns 2, which was never written on
the register (and was not the initial value).

4.4 Linearizability

Linearizability is a stronger consistency condition than sequential consistency. In-
tuitively, an execution of a concurrent system is linearizable if it could appear to
an external observer as a sequence composed of the operations invoked by processes
that respect object specifications and real-time precedence ordering on operations.
So, linearizability provides the illusion that each operation on shared objects is-
sued by concurrent processes takes effect instantaneously at some point between the
beginning and the end of its execution. Formally, this is stated as follows.

Definition 4.2 (Linearizable) A history (H,<pg) is linearizable if there exists a
sequential history (S, <) equivalent to H such that S is legal and it preserves <.

Since <y includes process order, it follows that a linearizable history is always
sequentially counsistent. Let us reexamine some histories that we saw earlier.

1. Hy = P write(z,1), Q read(z), Q ok(0), P ok().

Hj is linearizable because the following legal sequential history,
Q read(z), Q ok(0), P write(z,1), P ok()
preserves <p.

2. Ho = P write(z, 1), P ok(), Q read(z), Q ok(0).

H; is sequentially consistent but not linearizable. The legal sequential his-
tory used for showing sequential consistency does not preserve <y.

A key advantage of linearizability is that it is a local property, that is, if for all
objects &, H|z is linearizable, then H is linearizable. Sequential consistency does
not have this property. For example, consider two concurrent queues, s and t.
Process P enqueues z in s and ¢. Process () enqueues y in ¢ and then in s. Now P
gets y from deq on s and Q get x when it does deq on t.
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(a) H
seng(x)  s.ok() tenq(x) t.ok() s.deq()  s.ok(y)
3 E——-73 B——3
teng(y) t.ok() seng(y)  s.ok() tdeq()  tok(x)
E———-3 -3 E—3
(b) His
s.eng(x)  s.ok() s.deq()  s.ok(y)
P ———073 | —
s.eng(y)  s.ok()
Q &=/—3
(c) Hit
teng(x)  tok()
EB——-3
teng(y)  tok() tdeq()  tok(x)
4 BE——3

Figure 4.2: Sequential consistency does not satisfy locality
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Consider the following histories shown in Figure 4.2:

H=
P s.eng(zx), P s.0k(),
Q teng(y), Q t.ok(),
P teng(z), P t.ok(),
Q senq(y), Q s.0k(),
P s.deq(), P s.ok(y),
Q t.deq(), Q t.ok(x)

Hi|s=
P s.eng(z), P s.0k(),

Q s.enq(y), Q s.0k(),
P s.deq(), P s.0k(y).

Hit =
Q tenq(y), Q t.0k(),
P t.eng(z), P t.ok(),
Q t.deq(), @ t.ok(zx)

Both Hls and H|t are sequentially consistent but H is not.

To see that the linearizability is a local property, assume that (S, <.) is a
linearization of Hlz, that is, (Sg, <;) is a sequential history that is equivalent to
Hl|x. We construct an acyclic graph that orders all operations on any object and
also preserves occurred before order <py. Any sort of this graph will then serve as
a linearization of H. The graph is constructed as follows. The vertices are all the
operations. The edges are all the edges given by union of all <, and <y. This
graph totally orders all operations on any object. Moreover, it preserves <gy. The
only thing that remains to be shown is that it is acyclic. Since <, are acyclic, it
follows that any cycle, if it exists, must involve at least two objects.

We will show that cycle in this graph implies a cycle in <. If any two consecu-
tive edges in the cycle are due to just <, or just <g, then they can be combined due
to transitivity. Note that e <; f <, g for distinct objects x and y is not possible
because all operations are unary (e <; f <y g implies that f operates on both x
and y). Now consider any sequence of edges such that e <y f <, g <g h.

e <p f implies res(e) precedes inv(f) { definition of <y }
f <& g implies inv(f) precedes res(g) { <, is a total order }
g <m h implies res(g) precedes inv(h) { definition of <z }.
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These relations can be combined to give that res(e) precedes tnv(h). Therefore,
e <y h. Thus any cycle in the graph can be reduced to a cycle in <y, a contradiction
because <y is irreflexive.

So far we have only looked at consistency conditions for complete histories,
that is, histories in which every #nvocation operation has a corresponding response
operation. We can generalize the consistency conditions for partial histories as
follows. A partial history H is linearizable if there exists a way of completing the
history by appending response events such that the complete history is linearizable.
For example, consider the following history:

Hs = P write(z,1), Q read(x), Q ok(0)
Hj is linearizable because

P write(z, 1), Q read(z), Q ok(0), P ok()
is linearizable. This generalization allows us to deal with systems in which some
processes may fail and consequently some response operations may be missing.

4.5 Other Consistency Conditions

Although we have focused on sequential consistency and linearizability, there are
many consistency conditions that are weaker than sequential consistency. A weaker
consistency condition allows more efficient implementation at the expense of in-
creased work by the programmer, who has to ensure that the application works
correctly despite weaker consistency conditions.

Consider a program consisting of two processes, P and (), with two shared
variables z and y. Assume that the initial values of x and y are both 0. P writes
1 in z and then reads the value of y; ) writes 1 in y and then reads the value of
x. Strong consistency conditions such as sequential consistency or linearizability
prohibit the results of both reads from being 0. However, if we assume that the
minimum possible time to read plus the minimum possible time to write is less
than the communication latency, then both reads must return 0. The latency is the
information delivery time, and each processor cannot possibly know of the events
that have transpired at the other processor. So, no matter what the protocol is, if
it implements sequential consistency, it must be slow.

Causal consistency is weaker than sequential consistency. Causal consistency
allows for implementation of read and write operations in a distributed environment
that do not always incur communication delay; that is, causal consistency allows for
cheap read and write operations.

With sequential consistency, all processes agree on the same legal sequential
history S. The agreement defined by causal consistency is weaker. Given a history
H, it is not required that two processes P and () agree on the same ordering for
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the write operations, which are not ordered in H. The reads are, however, required
to be legal. Each process considers only those operations that can affect it, that is,
its own operations and only write operations from other processes. Formally, for
read-write objects causal consistency can be defined as follows.

Definition 4.3 (Causally Consistent) A history (H,<p) is causally consistent
if for each process P;, there is a legal sequential history (S;, <s,) where S; is the set
of all operations of P; and all write operations in H, and <g, respects the following
order:

Process order: If P; performs operation e before f, then e is ordered before f
n S;.

Object order: If any process P performs a write on an object x with value v
and another process Q) reads that value v, then the write by P is ordered before
read by @@ in S;.

Intuitively, causal consistency requires that causally related writes be seen by all
processes in the same order. The concurrent writes may be seen in different order
by different processes.

It can be proved that sequential consistency implies causal consistency but the
converse does not hold. As an example, consider history H; in which P; does
wi(z,1), r(z,2) and Py does we(x,2), rofz,1).

The history is causally consistent because the following serializations exist:

S1 = wi(z, 1), we(z,2),r1(x,2)
S = wa(z,2),w (z,1),r2(x, 1)

Thus we require only that there is a legal sequential history for every process and
not one for the entire system. P, orders w; before wy in 57 and P orders wy before
w; but that is considered causally consistent because w;, and wy are concurrent
writes. It can be easily proved that history H; is not sequentially consistent.

The following history is not even causally consistent. Assume that the initial
value of x is 0. The history at process P is

H|P = P r(x,4), P w(x,3).
The history at process Q) is
H|Q=Q r(z,3),Q w(x,4).

Since @ reads the value 3 and then writes the value of z, the write by @ should
be ordered after the write by P. P’s read is ordered before its write; therefore, it
cannot return 4 in a causally consistent history.

The table in Figure 4.3 summarizes the requirements of all consistency conditions
considered in this chapter. The second column tells us whether the equivalent legal
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Consistency Legal History | Order Preserved
Linearizability Global Occurred before order
Sequential Global Process order

Causal Per process Process, object order
FIFO (Problem 4.4) | Per process Process order

Figure 4.3: Summary of consistency conditions

history required for the consistency condition is global. The third column tells us
the requirement on the legal history in terms of the order preserved. For example,
linearizability requires that there be a single equivalent legal history that preserves
the occurred before order.

4.6 Problems

4.1.

4.2.

4.3.

4.4.

4.6.

Consider a concurrent stack. Which of the following histories are linearizable?
Which of the them are sequentially consistent? Justify your answer.

(a) P push(z), P ok(),Q push(y), Q@ ok(), P pop(), P ok(z)

(b) P push(z), Q push(y), P ok(),Q ok(),Q pop(), Q ok(x)

Assume that all processors in the system maintain a cache of a subset of objects
accessed by that processor. Give an algorithm that guarantees sequential
consistency of reads and writes of the objects.

Assume that you have an implementation of a concurrent system that guaran-
tees causal consistency. Show that if you ensure that the system does not have
any concurrent writes, then the system also ensures sequential consistency.

FIFO consistency requires that the writes done by the same process be seen
in the same order. Writes done by different processes may be seen in different
order. Show a history that is FIFO-consistent but not causally consistent.

. Given a poset (H,<py) denoting a system execution, we define a relation

—p as the transitive closure of union of process and object order. We call
(H, <g) normal if there exists an equivalent sequential history that preserves
—y. Show that when all operations are unary, a history is linearizable iff it
is normal.

Consider the following history of six events in which operations span multiple
objects, assuming that A and B are initialized to O:



4.7. BIBLIOGRAPHIC REMARKS

evy = inv{write(l))
evy = inv(sum())

evs = resplurite())
evg = inv(write(2))
evs = resp(write())
eveg = resp(sum(2))

Show that this history is not linearizable but normal.
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*4.7. Assume that every message delay is in the range [d —u, d] for 0 < u < d. Show
that in any system that ensures sequential consistency of read—write objects,

the sum of delays for a read operation and a write operation is at least d.

*4.8. (due to Taylor [Tay83]) Show that the problem of determining whether (H, <g

) is sequentially consistent for read—write registers is NP-complete.

*4.9. (due to Mittal and Garg [MG98]) Generalize the definition of sequential con-
sistency and linearizability for the model in which operations span multiple
objects. Give distributed algorithms to ensure sequential consistency and lin-

earizability in this model.

4.7 Bibliographic Remarks

Sequential consistency was first proposed by Lamport [Lam79]. The notion of lin-
earizability for read/write registers was also introduced by Lamport [Lam86] under
the name of atomicity. The concept was generalized to arbitrary data types and
termed as linearizability by Herlihy and Wing [HW90]. Causal consistency was

introduced by Hutto and Ahamad [HA90].
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